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Foreword

The professional fraternity of those who deal regularly with questions of nation-
al security has its own language, its own rituals, its own stylized forms of
well-worn argument. Most strategic analysts, for example, obligingly sort them-
selves out into two herds—those who advocate only an “assured destruction”
mission for our strategic forces and those who support a “counterforce” capa-
bility. They then find some specific piece of new hardware about which they
can conveniently disagree, and they do, interminably—ringing all the changes
on a ritualized dispute while the public looks on with a mixture of boredom,
fear, and confusion.

Look out, fraternity, here come Hunter and Amory Lovins.

The authors of this fascinating, disturbing, and—in its own way—hopeful
book disrupt this well-worn debate in a number of healthy ways. They insist
on taking seriously one of our society’s most troubling vulnerabilities—the
extremely fragile nature of the way it acquires, transmits, and uses energy.

Because they take seriously a problem which has grown, under our noses,
while we have almost all refused to think about it, they will doubtless hear
some try to argue that the threats they describe could not realistically become
manifest. But the vulnerabilities are so numerous—to the weather, to accidents
arising from complexity (“one damned thing leads to another”), to a handful
of terrorists, to the detonation of even a single smuggled nuclear weapon—that
denying the plausibility of such threats is unlikely to prove persuasive. The
authors’ recommended solutions for a more resilient energy system—greater
end-use efficiency and redundant, decentralized, simple, and renewable ener-
gy sources—thus appear in a very different light than that in which such rec-
ommendations have often appeared before. In the hands of the authors, these
are not solutions that derive from a desire to take to the hills with a bag of
Krugerrands to abandon a decaying society, nor are they steps that resist the
use of modern technology or demand special subsidies. The Lovinses seek
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rather to persuade us not to resist what the free market and millions of citi-
zens and local governments are already doing in their own self-interest.

Efforts to stereotype the authors’ approach in terms of the traditional
national security debate will prove to be a difficult exercise. In their critique of
the false sense of certainty about the predictability of failure and the other dan-
gers that accompany excessive centralization of authority and excessive
reliance on highly quantified analysis, the authors have much in common with
the military officers, Members of Congress, and others who have led the criti-
cism of the reigning theology of systems analysis in the Pentagon. The
Lovinses face honestly the devastation that could be caused by the use of
nuclear weapons and what our society could do to reduce the damage to itself
if such a horror should ever occur. In this their thinking has certain common
threads with those who take civil defense seriously. (Consequently we fully
expect that some member of the pure strain of the assured destruction school
of strategic analysis, ever vigilant in defense of doctrine, will angrily argue that
they risk making nuclear war more likely by trying to mitigate any damage
that might occur from it.) Those who identify national security with the cur-
rent way we do our energy business will wax wroth. Those who believe that
everything necessary has been accomplished if we can just avoid reliance on
Persian Gulf oil will find cold comfort. The managers of the government’s
huge energy programs will grind their teeth.

In the meantime, the people, local governments, and a growing share of the
business community go on quietly insulating their houses, installing their
woodburning stoves, building passive solar buildings, using the wind and
building small dams to generate electricity, and lowering the cost of photo-
voltaics. If we get out of their way, they will soon make America progressively
less and less a fragile power.

As Garl Sandburg once said of us, “This old anvil laughs at many bro-
ken hammers.”

—ADMIRAL THOMAS H. MOORER (USN RET)
—R. JAMES WOOLSEY

Admiral Thomas H. Moorer, former Chairman of the Joint Chiefs of Staff and, former Chigf of Naval Operations, is Senior
Associate at the Georgetown Center for Strategic and International Studes.

R. James Woolsey, former Under Secretary of the Navy and former General Counsel to the Senate Armed Services Committee,
practices law in Washington, D.C.
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Chapter One

National Energy
Insecurity

The United States has for decades been undermining the foundations of its
own strength. It has gradually built up an energy system prone to sudden,
massive failures with catastrophic consequences.

The energy that runs America is brittle—easily shattered by accident or
malice. That fragility frustrates the efforts of our Armed Forces to defend a
nation that literally can be turned off by a handful of people. It poses, indeed,
a grave and growing threat to national security, life, and liberty.

This danger comes not from hostile ideology but from misapplied tech-
nology. It is not a threat imposed on us by enemies abroad. It is a threat we
have heedlessly—and needlessly—imposed on ourselves.

Many Americans’ most basic functions depend, for example, on a con-
tinuous supply of electricity. Without it, subways and elevators stall, factories
and offices grind to a halt, electric locks jam, intercoms and televisions stand
mute, and we huddle without light, heat, or ventilation. A brief faltering of
our energy pulse can reveal-sometimes as fatally as to astronauts in a space-
craft—the hidden brittleness of our interdependent, urbanized-society. Yet
that continuous electrical supply now depends on many large and precise
machines, rotating in exact synchrony across half a continent, and strung
together by an easily severed network of aerial arteries whose failure is
instantly disruptive. The size, complexity, pattern, and control structure of
these electrical machines make them in/erently vulnerable to large-scale fail-
ures: a vulnerability which government policies are systematically increasing.
The same is true of the technologies that deliver oil, gas; and coal to run our
vehicles, buildings, and industries. Our reliance on these delicately poised
energy systems has unwittingly put at risk our whole way of life.

The United States has reached the point where
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* a few people could probably black out most of the country;

* a small group could shut off three-fourths of the natural gas to the eastern
U.S. in one evening without leaving Louisiana;

* a terrorist squad could seriously disrupt much of the oil supply to the
nation or even to the world;

* one saboteur could incinerate a city by attacking certain natural gas systems;

* a few people (perhaps just one person) could release enough radioactivity
to make much of the U.S. uninhabitable; and

* a single hydrogen bomb could probably do all these things simultaneously.

These vulnerabilities are increasingly being exploited. This book docu-
ments—based on a far from exhaustive search—significant recent assaults on
energy facilities, other than during an actual war, in forty countries and, with-
in the United States, in at least twenty-four states. Scarcely a week passes in
which no new attack is reported. Their rate is quickening. Oil tankers and ter-
minals, o1l wells and platforms, refineries, pipelines, storage facilities, coal and
uranium mines, hydroelectric dams, power plants, transmission lines, substa-
tions, switching centers, control systems, nuclear facilities—all have proven to
be tempting targets. Disruption of energy is becoming a terrorists’ fad.

How did we become so vulnerable?

America’s energy vulnerability is an unintended side effect of the nature and
organization of highly centralized technologies. Complex energy devices were built
and linked together one by one without considering how vulnerable a system
this process was creating. Through such incremental ad-hocracy, our nation
has drifted haphazardly from one kind of energy vulnerability to another.

In the mid-nineteenth century the United States shifted from wood to coal
in search of more secure and abundant supplies. In the years following the
1919 coal strike, dependence shifted again to oil and gas;' today they provide
three-quarters of our energy. When World War II U-boats sank coastal oil
tankers, and labor problems snarled railway coal shipments, the nation’s
response was to build oil and gas pipelines, ignoring in turn their serious
vulnerabilities.”

The 1973-74 Arab oil embargo made it painfully obvious that oil shipped
from an unstable area halfway around the world can be cut off at will, priced
almost at will, and used as a tool of international blackmail. Analysts and
politicians suddenly woke up to energy vulnerability. But the crisis manage-
ment mentality focused their attention so exclusively on foreign oil that they
overlooked the many other forms of energy vulnerability that had (luckily)
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not yet been so dramatically exploited. As a result, policymakers rushed to
relieve o1l dependence without considering the new vulnerabilities that their
favored substitutes for foreign oil might create.

Again in 1979, when a one percent reduction in world oil availability dur-
ing the Iranian revolution triggered gasoline lines and a one hundred twenty
percent price increase in the United States,” this narrow conception of ener-
gy vulnerability diverted attention from a more comprehensive understand-
ing of how to guarantee secure supplies of a// kinds of energy in the face of
all possible disruptions—foreign or domestic, civil or military, accidental or
deliberate, foreseen or unforeseen. The result: hasty proposals for synthetic
fuel plants, power stations, and Arctic gas projects that would in their own
way be even less secure than the foreign oil they were meant to replace.

In short, the oil crises of the 1970s, far from raising our leaders’ con-
sciousness about the fragility of a/l these centralized energy sources, diverted
their attention away from all but one type of vulnerability. For this reason,
most investments proposed to replace foreign oil would actually make our
energy supplies more vulnerable, in other and even less tractable ways.

Ironically, the oil cutoffs and price hikes also renewed the development
of alternative energy technologies. The end of cheap oil combined with
rapid technological progress to produce new opportunities for simulta-
neously reducing oil dependence and other energy vulnerabilities. It became
possible to build a resilient energy system out of ingredients that were actu-
ally the cheapest and fastest-growing options available—ones that would
spread even faster in a truly competitive marketplace. Thus an energy poli-
cy consistent with free market principles, individual choice, and local auton-
omy would also be the easiest way to provide lasting energy security for a
free society—if the foundations of that security were clearly understood.

Unfortunately, these more resilient energy options had a very low official
priority. Thus a double oversight arose. The problem was defined narrowly—
how to reduce dependence on imported oil-because no one had organized
the thousands of warning signs sprinkled through the daily news reports into
a coherent, recognizable pattern showing the full range of potential vulnera-
bilities. As a result, the answer was defined narrowly to be the rapid deploy-
ment of any familiar technology that could substitute for foreign oil. Thus,
despite a multitude of studies, conferences, books, and television specials on
energy, almost nobody looked beyond the conventional definition of the
problem to seek a solution truly consistent with national security.

That was a central task of an analysis that the Defense Civil Preparedness
Agency (the civil defense arm of the Pentagon) commissioned in 1979.
Released on 13 November 1981 by the Federal Emergency Management
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Agency (DCPA’s successor), that research' is the basis for this book.
Extensively reorganized, rewritten, and supplemented to make it useful to a
wider audience, it seeks

* to analyze the full range of potential disturbances to energy systems, their
causes, their often unexpected effects, and their interactions with each other;

* to show why traditional engineering measures meant to make energy sys-
tems more reliable in the face of expected technical failures may make
them less resilient against unexpected disruptions;

* to identify specific design principles that can make major failures in our
energy system structurally impossible;

* to discuss how these principles can be embodied in efficient, diverse, dis-
persed, and sustainable energy technologies, and patterns of organizing
those technologies, which are already available and practical;

* to show that such measures yield great inherent resilience—making failures
both less likely and less dangerous—without added cost, and indeed at
less cost than more vulnerable energy options; and

* to describe how governments, corporations, communities, and individuals
can actually implement a resilient energy policy for the United States while
at the same time meeting their own economic and security needs.

Purpose and scope

This broader concern with the security of energy supplies does not mean that
dependence on foreign oil is not a serious problem. When the Secretary of
Defense, referring to oil dependence, stated that “there is no more serious
threat to the long-term security of the United States than that which stems
from the growing deficiency of secure and assured energy resources,” he was
right in a wider sense, as this book will show—but also exactly as he meant it.

The global oil problem is real, difficult, and urgent. Buying foreign oil cost
America nearly ninety billion dollars in 1980 alone—equivalent, as Deputy
Secretary of Energy Sawhill put it, to the total net assets of General Motors,
Ford, General Electric, and IBM, or to nearly forty percent of total U.S.
exports. Further, the proprietors of much of the oil are neither friendly nor
reliable; and the far-flung supply lines can readily be cut by the Soviet Union,
Colonel Qadafi, or the Palestine Liberation Organization. Oil is in any case
a finite resource that will become scarce. These obvious dangers have led our
government to take various precautions against interruptions of oil imports.
Even those precautions are not enough: virtually all assessments of American
oil dependence find that a major interruption of world oil trade would grave-
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ly damage national and global security.’ Yet even eliminating oil imports—as
this book shows how to do within this decade—would barely begin to reduce
America’s total nventory of critical energy chokepoints.

Energy is more than oil, and energy security is far more than ability to
keep the oil coming. Thus the emphasis here is on energy security problems
other than foreign oil-not through a lack of concern about it, but through an
even deeper concern that it is only a small part of an immense problem. It is
bad enough that foreign oil supplies are vulnerable. It is far worse that all the
rest of our major energy sources—domestic oil, the non-oil half of our ener-
gy today, and most of the officially proposed replacements for oil tomorrow—
are at least as vulnerable as foreign oil itself. And it is worst of all that these
dangers to our domestic energy system are so little recognized.

Three nuances of this analysis might be misunderstood if not made ex-
plicit. First, many of the vulnerabilities identified in the energy system ably
have counterparts elsewhere: for example, in the supply of food,” water, and
industrial products.® This is an unfortunate but unavoidable consequence of
the structure of our society. As Congress’s joint Committee on Defense
Production remarked:

An increasingly complex, technology-dependent, industrial economy in
the United States has made citizens more than ever vulnerable to the effects
of disaster and emergencies over which they have little or no control and to
which they cannot successfully respond as individuals.’

We recognize that energy vulnerability may be a parable for the wider
fragilities of our society. However, we do not argue, on that ground or on
any other, for the transformation (let alone the dismantlement) of the indus-
trialized corporate economy. The merits of alternative patterns of social and
economic evolution, though worth analyzing, remain beyond the scope of
this work. It is the purpose of this analysis to explore only those ncremental,
technological choices which would increase energy security (and minimize direct
economic costs) while maintaining and enhancing precisely the industrial pat-
terns of production, organization, and control which prevail in the United
States today. Thus the analysis explicitly assumes unchanged values and
lifestyles. It is possible that other patterns might be preferable for various
reasons, including greater resilience both in energy supply and otherwise.
However, such questions of personal preference are not a part of this analy-
sis and will remain outside our brief.

Second, any analysis of vulnerabilities must be so framed as not to provide
a manual for the malicious. Great care has therefore been taken—independent
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review by more than fifty experts from the military, civilian government,
industrial, and academic communities—to omit those concepts, technological
details, and references that could be useful to an adversary with enough skill
and insight to mount an effective assault in the first place. That is, the mate-
rial presented here should be grossly insufficient to help persons who do not
have such skill, but superfluous to those who do. This book is a warning, but
not a cookbook. Citations are omitted where necessary to protect a specific
point of vulnerability from being identified (or to honor a source’s wish that
a statement not be attributed). No proprietary or classified information has
been used or received. The official predecessor of this book'"—virtually iden-
tical in technical substance—underwent formal government classification
review before being released for unlimited public distribution.

Some residual risk will nonetheless remain—perhaps the price of free and
informed discussion in a democracy. We believe the only thing more dan-
gerous than discussing these distressing matters is not discussing them; for if
only terrorists are aware of what they can do—and energy-related attacks
around the world demonstrate weekly that they are—then the real dangers
embodied in present energy policy will persist and sooner or later will be
exploited. Reported attacks on centralized energy facilities are steadily (and,
of late, rapidly) becoming more frequent, more sophisticated, and more vio-
lent. Not to recognize and combat this trend is to surrender to it—benefitting
nobody but the enemies of a free society.

Third, energy security is more than a military problem. Military power,
to be sure, rests more than ever on secure supplies of energy. The Allied loss
of five hundred fifty-two oil tankers in World War II would have spelled
defeat had not American industry, fueled mainly by domestic coal, been
able to build nine hundred eight more." Europe would have run out of oil
during the Suez crisis if American oil fields had not been able to provide
enough extra “surge” capacity to make good our allies’ deficit.

But the flexibility of the 1950s had disappeared by the time the Vietnam
war hastened our nation’s shift to being a net importer of oil. Vietnam was
our first largely oil-fueled war, directly using somewhat over one million bar-
rels of o1l per day—about nine percent of national oil use, or nearly twice the
fraction lost in the 1973-74 Arab oil embargo.” Any future wars may have
to be fought largely with oil shipped from foreign countries in foreign tankers
by foreign crews." Fighting a replica of World War II today with ninety per-
cent of our oil imports cut off (corresponding to a virtual closure of sea lanes
by submarine warfare) would require roughly half the nation’s oil."* This
would imply at best drastic civilian rationing and at worst a serious disad-
vantage against an enemy that happened to enjoy relatively secure access to
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oil.” To make matters worse, modern weapons tend to use highly refined
fuels—it takes almost two barrels of crude oil to make one barrel of military
jet fuel.*® And they also use fuels voraciously—the fuel consumption of a mod-
ern main battle tank, for example, is measured in gallons per mile, not miles
per gallon. Despite such vast fuel requirements, today’s military stockpiles
are miniscule (in 1978, about one month’s peacetime use).” Securing the fuels
that enable our military establishment to fulfill its national security mission
is thus a matter of direct and intense concern to the Pentagon.™

Furthermore, secure and equitable access to adequate energy is vital also
to preserve national and global economic and political stability"*—without
which turmoil, revolutionary doctrines, and political extremism can flour-
ish. Fair access to energy is also essential to ensure that competing domestic
interests within a diverse society are resolved peacefully—lest civil disorders,
domestic terrorism, or an erosion of mutual respect and governmental legit-
imacy put at risk the democratic process that is itself a cherished national
interest. In an era when simply having to wait in line to buy gasoline has led
some Americans to shoot each other, while others must choose daily
between heating and eating, this hazard to our most deeply held political
values cannot be taken lightly.** A nation without shared and durable prin-
ciples, social cohesion, economic integrity, and a sustainable system of pro-
duction is weakened in the world:* it may find itself unable to preserve, or
forced to choose between, its most vital national interests.

Directly and indirectly, therefore, energy security is a pillar of national
strength. The commitment of tens of billions of dollars for a Rapid De-
ployment Force for the Mideast oilfields bespeaks military planners’ anxiety.
Yet few of those planners see vital energy security objectives as being achiev-
able primarily by military means.” The Defense Department’s 1978 Annual
Report calls instead for a primarily domestic, ciwilian solution to the energy
problem: expansion of domestic fuel reserves, diversification, substitution,
conservation, and stockpiling.” Thus the Pentagon has pragmatically recog-
nized that stronger armies cannot achieve energy security. What the
Pentagon has not yet recognized is that civilian energy planners, focusing
exclusively on foreign oil, tend to propose substitutes that armies will be even
less able to defend. This book describes instead an approach to energy secu-
rity that will both enhance military preparedness and make it less necessary.

All authors must set boundaries to their subject. The important topics 7ot
considered here include, among others,

* U.S. military and defense policy and the threats it addresses;*
* most of the social, political, and psychological dimensions of preparedness;*
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* the vulnerabilities of most systems other than energy supply;

* the merits of U.S. energy policy on grounds other than security;

* how the government could be better organized to improve energy security; and

* how the thesis applies in detail to other countries (though many close analo-
gies will be evident from the scores of international examples cited).

Organization

To our knowledge, this book and the official report from which it is derived*
are the first thorough analysis of energy vulnerability in its widest sense.” It
has been edited with the needs of many different audiences in mind, espe-
cially those without a technical background or training in economics. To
simplify new and sometimes difficult concepts, concrete examples have been
used in place of elaborate theories and mathematical formulations.
Ilustrative anecdotes from many fields—biology, aeronautics, computer sci-
ence, nuclear engineering, telecommunications, and more—seek to borrow
from a wider experience without encumbering the reader with excess tech-
nical baggage. Concepts from diverse disciplines are therefore translated into
ordinary language, at the occasional cost of some specialized details.

The text is organized into three sections. The first, following this intro-
ductory chapter, surveys

* the general types of disturbances to which energy systems are prone
(Chapter Two);

* the often unpredictable ways in which failures can evolve (Chapter Three);

* the generic properties which make today’s energy system vulnerable
(Chapter Four);

* a case study (the 13-14 July 1977 blackout of New York City) of how these
properties can cause a major failure and hamper recovery (Chapter Five);
* the aftermath and consequences of major energy failures (Chapter Six); and

* the risk of disruption by sabotage or acts of war (Chapter Seven).

Part Two illustrates and elaborates these concepts by tracing how these
vulnerabilities apply to four specific cases—liquefied energy gases (Chapter
Eight), oil and gas (Chapter Nine), centralized power stations and associated
electric grids (Chapter Ten), and nuclear power (Chapter Eleven). Chapter
Twelve finds that bipartisan government policy is seeking to expand these
particularly vulnerable systems.

After examining the grave vulnerabilities of the present energy system, the
book describes inherently resilient alternatives. Part Three
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* explores the elements of a design science for making any system resilient
(Chapter Thirteen);

» applies the resulting principles to the energy system (Chapter Fourteen);

* examines in greater detail how increased energy productivity can prevent,
delay, and limit failures (Chapter Fifteen); and

* surveys the opportunities offered by inherently resilient supply technologies
(Chapter Sixteen); and

* discusses the role of federal, state, and local governments, of private indus-
try, and of grassroots programs in rapidly achieving energy resilience
(Chapter Seventeen).

This last chapter, and some examples in the two preceding ones and in last
part of Chapter Six, are based on longer drafts by our valued colleague Alec
Jenkins. They reflect his vast experience in pioneering community-based
energy preparedness programs throughout the United States.

Finally, three Appendices at the end of the text incorporate technical mate-
rial-on net economies of scale and on the technical and economic status of
appropriate renewable sources. This material is useful to technical readers
but not essential to the development of the main argument.

Recognizing that much of this material will be fresh and novel to scholars
of preparedness and of energy policy, we have retained extensive notes, cited
by superscript numbers and listed by chapter starting on page 391. Those
notes in turn refer to nearly twelve hundred consolidated references, listed
alphabetically by author starting on page 429. And because examples con-
cerning a particular country, technology or concept may be scattered through
several chapters, an index of places and subjects begins page 469.

This analysis 1s not definitive. It answers some questions and raises oth-
ers. By breaking new ground, it has pushed us, and probably our readers,
well beyond our accustomed disciplines and patterns of thought. It is pre-
sented here not just for arcane private debate among energy and military
experts, but for wide political discussion. The fundamental concepts of ener-
gy security, long ignored by the responsible professionals, should not be lim-
ited to experts, for they concern basic choices about the structure and even
the survival of our society. Our aim, then, is to provoke informed reflection
and discussion—professional, political, and above all public—on a grave and
overlooked threat to national and individual security, a threat properly the
concern of every citizen. We solicit your views, your participation, and your
personal initiative in building a more resilient energy system as one key com-
ponent of a more enduring society.
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Chapter Two

What Can Go Wrong?

This book analyzes those threats to national security which are expressed
through the energy system. It deals especially with “the degree to which an
energy supply and distribution system is unable to meet end-use demand as a
result of an unanticipated event which disables components of the system.
The kinds of events referred to are sudden shocks, rare and of large magni-
tude.”" Later chapters will develop this theme in detail, including threats
which cannot be foreseen. First, however, this chapter briefly surveys the
main kinds of foreseeable threats that can affect various energy systems.
Threats which can be identified in advance include

* natural events;

* aggressive physical acts (war, terrorism, and sabotage, all considered more
tully in Chapter Seven);

* failures of complex technical and economic systems; and

* accidental failure or deliberate disruption of the devices that control these
systems.

Some of these disruptions have mainly a tangible physical or economic
effect; others, mainly psychological. Collectively, they offer a formidable
array of hazards to modern society. We now consider these four types of dis-
ruptions in turn.

Natural Events

Perhaps the most familiar threats to all aspects of daily life, including energy
supply, are those commonly call “natural disasters”—though they may in fact be

10
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caused or aggravated by human activity. (For example, flooding can be caused
by dam failure or by building on a flood plain. Unstable climatic conditions may
be related to such stresses as carbon dioxide and particulate emissions, clearing
of forests, and creation of urban “heat-islands.”) For some natural disasters that
are sudden and catastrophic, like earthquakes, volcanic eruptions, and tidal
waves, the areas at risk are broadly known but the times are not. General pre-
cautions are commonly taken, such as reinforcing buildings and improving com-
munications equipment for disaster relief services. But these steps offer only par-
tial protection from both direct damage® and its wider consequences.”’

Severe weather, the most common kind of natural disaster, occurs fre-
quently in a country as large as the United States. In 1973-75, an average of
about three dozen major episodes per year caused damage totalling about a
half-billion dollars per year.* Each region has a characteristic range: “hurri-
canes are especially likely ... in Florida, droughts in Iexas, tornadoes in
Oklahoma, and blizzards in Wisconsin.” Other events include windstorms,
ice storms, hailstorms, landslides, lightning, dust storms, and floods, both
singly and in various combinations. Simple rain can be a disaster—when
upwards of a foot comes at one time, as it did on 3-5 January 1982 in a
Northern California deluge. In storms which killed three hundred fifty-four
people in 1960, ice deposits over eight inches in diameter built up on wires.’
Tornado winds can exceed five hundred miles per hour” Conditions as
extreme as any in the world can occur in seemingly innocuous places: in New
Hampshire’s White Mountains, the officially recorded maximum windspeed
is two hundred thirty-one miles per hour, and a temperature drop of sixty
Fahrenheit degrees in forty minutes has been unofficially observed in July.

Few parts of the United States are essentially free from extremes of weath-
er, though the frequency of extremes varies widely. In many areas, “normal”
bad weather is also disruptive, with routine snowfalls, spring thaws, ice break-
ups, and so forth snarling transportation and communication for days or
weeks each year.® This is also common in other countries: in the Soviet Union,
for example, “seven out of ten ... roads become impassible” during the spring
thaw, and again during autumn rains’—the same autumn rains that left the
1941-42 German offensives bogged down in mud.

Since fuel and power are transported outdoors over long distances, “a large
portion of the fuel movement ... in the United States is vulnerable to disrup-
tion from inclement weather, and all forms of fuel shipment are subject to dis-
ruption by natural disaster”"” The winter of 1976-77, for example, was twen-
ty-two percent colder than normal," and particularly cold in the Midwest.
“The Ohio River froze bank to bank [,] blocking barge traffic [carrying] ...
both fuel oil and coal. Coal [wetted at the mine face to suppress dust] froze
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solidly in rails cars, sometimes requiring blasting to remove it. Winter snows

impeded truck movements of heating oils, gasoline, and [liquefied petroleum
12

gas).

How disruptive bad weather is depends on the mix and the flexibility of
fuel use in the area. The Ohio River freeze-up hit a region that both depends
heavily on coal (which was why the one-hundred-nine-day 1978 miners’ strike
had such an impact on the Midwest)" and moves much of that coal by barge.
“Water carriers are, by and large, ... most subject to weather ... —freezing,
flooding, and drought [which makes navigable channels shallower and nar-
rower] can all have very disruptive impacts.”"*

Slight differences in the nature of the disruption can greatly change its con-
sequences. The winter of 1977-78, though nearly as cold as that of 1976-77,
caused virtually none of its dislocations in fuel delivery,”” both because the
local details of how the weather affected fuel shipments were different and
because people were better prepared the second time.

Abnormal weather affects not only the supply of energy but also the need
for energy. This interaction may make matters much worse. During 1975-77,
for example, California got sixty percent less rainfall than the 1931-77 aver-
age." This reduced the region’s hydroelectric output by about forty percent.
That deficit made hydro-dependent Pacific Gas & Electric Company burn an
extra fifty million barrels of oil, and was largely responsible for raising
PG&E’s operating expenses by thirty percent.

Meanwhile, however, water allotments for agriculture—which normally
uses eighty-five percent of California’s water—were reduced by over sixty per-
cent. Efforts to pump up more groundwater to make up this loss used about
one billion kilowatt-hours of additional electricity. The interaction between
energy and water problems could have been even worse if proposed coal slur-
ry pipelines had been operating: they would have had such a low water pri-
ority that their operation would probably have been cut back severely. The
result: two supposedly independent energy systems—hydroelectricity and
coal-electric—would have failed at the same time.

As drought persisted in the Western United states, the Eastern two-thirds
of the country simultaneously suffered record cold. This raised heating costs
by an estimated four to eight billion dollars and increased oil imports by
approximately one hundred fifty million barrels. Thus drought in the West
and cold in the East caused o1l imports to increase by a total of about two hun-
dred million barrels worth six billion dollars—not an insignificant contributor
to a weak dollar and a tight world oil market.

Meanwhile, also caught short, the unprepared natural gas industry burned
twelve percent of its stored gas in November 1976 (compared to zero the pre-
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vious winter). Some systems were withdrawing gas from wells when they nor-
mally injected it. One major pipeline company sold its reserves prematurely.
Some areas where gas was stored were so cold that the pumps were not pow-
erful enough to retrieve the stored gas.” Gas supplies ran short, putting over a
million people out of work in twenty states and costing up to one hundred mil-
lion dollars in unemployment benefits. Over forty-five percent of the gas short-
fall was in Ohio, already hard hit by disrupted deliveries of coal and fuel oil.

Perhaps the most disturbing feature of this disruptive weather is that the
same characteristic pattern which causes Western drought and Eastern cold
typically causes simultaneous cold weather in Europe and Japan.* If this hap-
pened when world oil supplies were tight, it could greatly increase pressures
on the global oil market. Oil shortfalls in the 1970s were only a few percent
of total supply. A simultaneous cold spell throughout the north temperature
zone could roughly double this gap.

The possibility of bad weather, then, heightens vulnerability to routine
shortages or disruptions of energy supply. Likewise, a deliberate disruption
can be timed to coincide with bad weather. Thus in Britain, the onset of win-
ter 1s commonly associated with militancy among fuel and power workers,
who remember how effectively the miners’ strike toppled the Heath
Government in 1972. Sabotage of electric grids could likewise be timed to
coincide with peak loads, or with the unavailability of major plants, or both.

Weather fluctuations can affect wide areas for periods of weeks, months, or
even years, as in the Sahelian drought. In the U.S. in 1980-81, extreme cold in
the Midwest and Northeast, and extreme heat in the South (nationally, the sum-
mer of 1980 was thirteen percent hotter than normal), caused as much disloca-
tion as a major hurricane, but spread over a far longer period. There is ample
precedent for such fluctuations. In the summer of 1816, for example, frosts were
reported in every month in New England and New York, with similarly severe
weather in Western Europe. And such “freak weather” will probably become
more common, not less. Most climatologists agree that global weather patterns
in the past decade or so have fluctuated from the average much more than they
did earlier in this century, and will probably continue to do so."

In fact, at several times in the past seventy thousand years—perhaps as often
as once every thousand to ten thousand years—there may have been abrupt
drops of average temperature by about nine Fahrenheit degrees. (That is nearly
three times the margin by which the U.S. winter was colder in 1976-77, when
the Ohio River froze, than the previous winter.)” Indeed, many scientists suspect
that global climate may well be “almost-intransitive” —subject to abrupt changes
from one mode of behavior to another, brought about by very small, seemingly
random causes but, once changed, reluctant to change back again. The size and
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nature of events that can trigger such climatic lurches are not yet known.

Climatic fluctuations on time-scales longer than year-to-year are particu-
larly insidious. The Colorado River Compact of 1927, for example, allocated
water based on average flows for the previous decade, but subsequent aver-
age flows have been smaller by as much as a million acre-feet per year. The
abnormality of the Compact’s base years has been a fruitful source of litiga-
tion ever since.” Such gradual changes in rainfall patterns could disrupt not
only hydropower but also conventional power stations (which require abun-
dant supplies of cooling water). They could also, of course, require major
changes in agriculture, with large effects on energy use and food supply.”

When climate—or any other environmental influence—changes, different
organisms adapt at different rates and to different degrees. This fact can be at
least as important for energy use as the change itself.** Even localized, seem-
ingly trivial environmental change can cause awkward biological adaptations.
For example, the young of Asiatic clam Corbucula fluminea, too small to be
stopped by screens, adapt enthusiastically and prolifically to the warm, pro-
tected, and food-laden water flow in the artificial environment of the fresh-
water-cooled steam condensers in power stations. Some stations, pumping lit-
tle but clams, must shut down twice daily to shovel them out.”

Deliberate actions

A second category of threats to a stable energy supply is those caused by
human action. Such actions may arise either outside the United States (wars,
embargoes, interruptions of commerce) or domestically (sabotage, terrorism,
riots, strikes, lockouts, oligopolistic withholdings of supply, judicial injunc-
tions, permit suspensions, declarations of air pollution emergency). Some of
these disruptions spring from a desire to harm the system. Others are pursued
with commendable motives, not in order to shut off energy supplies; but the
result can be equally disruptive.

Malicious intervention has one crucial difference—so obvious that it is often
overlooked. If natural disasters happen to strike a point of weakness, that is
an unfortunate coincidence; but malicious actions deliberately seek out and
exploit vulnerabilities so as to maximize damage and limit possible responses.
Thus identifiable vulnerabilities can nuvite attack tailored to take advantage of
them. If that attack in turn is foreseen, one can try to forestall it by reducing
the vulnerabilities that it might exploit. Such reductions will in turn create
their own, perhaps different, vulnerabilities—which may be lesser or greater
than the original ones—thereby inviting new forms of attack, and so on. This
iterative, coevolutionary process reduces total vulnerability to attack only if it
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carefully anticipates the new vulnerabilities created by responses to earlier
ones. Otherwise, like France, a country seeking to reduce Mideast oil depend-
ence may become equally dependent on a central electric grid which (as later
chapters will show) can be turned off even more easily than oil.

Vulnerabilities can be unexpected by both attacker and victim. The Iranian
revolution’s dramatic effect on world oil prices was probably as big a surprise
to Iran as to oil importers. Vulnerabilities can be exploited accidentally: Iran’s
bombing of Iraqi oil facilities was meant to hurt Iraq, not Italy, France, Brazil,
and India. Surface vulnerabilities may be less important than deeper ones: a
military attack meant to maximize immediate damage may do less long-term
harm than an attack meant to hamper recovery.” Modern, highly accurate
nuclear warheads, for example, make possible recovery-hampering attacks on
such points of vulnerability as oil refineries in the United States” and certain
Soviet installations crucial to agriculture.® Outwardly similar vulnerabilities
can be exploited by different means because they arise from different causes.
For example, both the U.S. and the U.S.S.R. have highly vulnerable trans-
portation sectors, but in different ways. The Soviets lack a highly articulated
network of rail, canal, and especially road routes, and each 1s already too over-
taxed to take up much slack from the rest. The U.S., on the other hand, has
such a network (especially of roads) and vehicles to run on them, but lacks a
secure supply of fuel for those vehicles.”

Mistakes

Many modern technical systems are liable to sudden, large-scale failure
because they rely on elaborate design and construction techniques: the com-
plexity and technical adventurousness of these techniques are conducive to
serious mistakes. These technical failures are sometimes called “industrial acci-
dents,” but “accidents” are always caused by something—ignorance, careless-
ness, overconfidence, or a combination. Common sites of major failures
include buildings, bridges, water or sewage plants, dams, locks, tunnels, air-
craft, trains, or containments for toxic or hazardous substances. Most of these
sites are important to the energy system, along with other, more specialized,
pieces of plumbing and equipment. Major failures may be manifested or
accompanied by fires, explosions, physical collapses, leaks, spills, and so forth.
These failures often occur in sequences (derailments causing spills causing fires
causing further releases) which greatly amplify the effects. (Such a chain reac-
tion caused a 1946 explosion, largely from ammonium nitrate fertilizer on ship-
board, whose force—equivalent to four to six thousand tons of TNT—leveled
much of Texas City.") Many technical failures could be prevented or mitigat-
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ed by the design precautions developed for energy systems in Part Three.

Though technical failures are not the main focus of this study, they offer cau-
tionary tales. A National Aeronautics and Space Administration missile worth
hundreds of millions of dollars had to be blown up shortly after launch because
one misplaced minus sign in a computer program put it on the wrong trajecto-
ry. Analogously, had there been a nuclear war during a substantial period in the
1960s, all U.S. missile warheads would reportedly have missed their targets by
a wide margin, owing to a systematic error in reentry calculations. A radar
image of the rising moon once caused a U. S. nuclear attack alert; once this was
fixed, a flock of geese caused a new alert.” In a recent fifteen-month period the
U.S. had one hundred fifty-one false attack alerts, four of them serious.”

The great care applied to such matters is clearly not always enough: a fire
incinerated three Apollo astronauts in 1967, and a Space Shuttle nitrogen
purge error suffocated a worker in 1981. Both events occurred during
extremely high-technology launch-pad operations where the utmost precau-
tions were presumably being taken. Some technical systems are simply so
complex that they exceed the limits of attainable reliability and foresight—a
problem to which the next chapter returns.

Command, control, and communications disruptions

Any system is by definition most vulnerable to disruption through its con-
trol mechanisms—those meant to affect its operation most by applying the
least perturbation. The management structures and procedures for using
these control systems, and the communications systems used to provide their
input and transmit their output, share in this enhanced vulnerability. As sys-
tems grow more complex, the volume and speed of information flow needed
to control them grow until only computers can cope with these demands.
Computers’ undiscriminating willingness to do what they are told, however
nonsensical, increases control vulnerability further. And finally, through com-
puters, the ability to affect much by little becomes concentrated in one place,
perhaps accessible electronically from many other places.

For example, a Swedish Government assessment of “The Vulnerable
Society” notes that the central computer of the National Social Insurance
Board, in the northern town of Sundsvall, sends over fifty million payments
or financial messages per year (at a peak rate of half a million per day) to
Sweden’s eight million people. Computer failure

would affect large numbers of [people] ..., chiefly those ... with the least social
and economic protection. [Non-military] threats to the computer ... might
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mnclude terrorism for political purposes, fire or water damage [or disruption by
magnetic or electric fields or by reprogramming]. Even a lengthy power cut
might have serious repercussions. Other critical situations might arise, for
mstance, from an industrial dispute involving personnel working with the com-
puter.”®

Because of this dependence on a single fragile computer, small groups of
systems analysts and programmers, even disgruntled individuals, can now
constitute a national threat—which is why Swedish computer experts are being
compartmentalized to “redistribute dependence among [more] people.”*

The Sundvall computer’s product is information, including instructions to
transact financial affairs. The product of energy systems, however, is delivered
electricity or fuel, so the designers have tended to concentrate on ensuring the
supply of that product, rather than on ensuring proper control of the wformation
which controls its delivery. Most assessments of energy vulnerability, likewise, deal
with crude disruptions—oil embargoes, pipeline or transmission line sabo-
tage—when in fact the greatest vulnerability may well lie in misuse of control sys-
tems. This subject is explored further, with specific examples, in later chapters.

The first practical demonstration that the worst vulnerabilities may arise
within control systems is today coming not from energy systems but from tele-
phones. Highly intelligent and dedicated “phone phreaks” (or, as they prefer
to be called, “communications hobbyists”) are causing serious loss of revenues
for both public and private telecommunications companies in the U.S. An
estimated twenty percent of the traffic on ARPANET, a defense-related elec-
tronic network, is unauthorized. Some supposedly secure military communi-
cations links have been accidentally penetrated by experimenting students.
Phone phreaks’ ingenuity generally keeps them several steps ahead of securi-
ty precautions. Using microcomputers, they can break codes and discover
passwords by automatic dialing. They can read, change, or delete supposedly
secure data and programs in computers a continent away.” Using pseudo-
nyms, they collaborate via computer teleconferencing networks and newslet-
ters. Some are specifically devoted to technical measures for fooling control
systems into giving something for nothing (such as free phone calls, telex,
water, electricity, gas, gasoline, photocopying, computer time, and cable
TV).** Contacts via such computer networks are anonymous and essentially
untraceable. Phone-linked computers can also be used to implement auto-
matic sequences of events, including destructive events, at great distances.”

Some newsletters of “anti-system technology” even focus entirely on ways
to “crash” telephone and time-sharing computer systems—something that
occasionally results from random intervention, but is much easier to accom-
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plish with understanding and purpose. It appears that one person, without
compromising identity or location, can crash most or all of a corporate or
commercial telephone network and keep it down more or less indefinitely,
perhaps causing significant damage to electromechanical components in the
process. Most—with sufficient effort, perhaps all-communications and com-
puter systems whose entry is controlled by electronic passwords rather than
by physical barriers are vulnerable to penetration, misuse, and disruption.
The systems which control electric grids, oil and gas pipelines, and other com-
plex energy facilities are no exception.

Physical barriers, of course, are not an absolute bar to physical penetration
by stealth or force. The physical vulnerability of some control systems, like
the control room of a nuclear reactor, may suggest a need for a duplicate con-
trol room, located away from the reactor, to be used if the first one is taken
over. (Such a proposal has already been rejected by the Nuclear Regulatory
Commission, though some alternative control equipment for basic shutdown
functions is provided.) But such duplication also increases vulnerability to
capture, or simply to interception and misuse of the communications chan-
nels, as in computer and telephone networks today. False control signals can
then be combated by encoding, but this increases operational delays and
errors: recall the thirty-seven minutes it took for a technician to find the “all
clear” tape after accidentally broadcasting a tape announcing a Soviet nuclear
attack.” In this game of threat and countermeasure, problems simply cascade.
The design principle seems to be “One damned thing leads to another.” To the
extent that deliberate intervention in a control system can be combated, it is
seldom by adding yet more layers of complexity, but rather by a quite differ-
ent strategy—of resilient design (Chapter Thirteen).

The vulnerability of controls is especially marked in computerized financial
systems. An adversary could probably crash the U.S. (and international) bank-
ing system simply, anonymously, and untraceably by using electronic funds
transfer to make hundreds of billions of dollars vanish mstantaneously.” The
needed techniques are not unduly difficult. In 1980, four thirteen-year-olds
brought chaos to some Ottawa commercial computers while playing with a
microcomputer at their New York private school.”” Fraud, sabotage, and coer-
cion using electronic banking has already reached alarming (if largely unpub-
licized) proportions. If a computerized embezzlement is detected (many cannot
be), that fact itself is frequently an effective lever for blackmail, lest the victim-
ized organization lose public confidence or have to pay higher insurance pre-
miums. It is doubtless encouraging to potential computerized thieves that of
the few caught so far, most have been rewarded with lucrative jobs as security
consultants. As will become clear in later chapters, if financial computers are
this vulnerable despite the immense effort devoted to protecting their data, the
farflung and far less well protected computers which control modern energy
systems may be even more vulnerable, with results at least as serious.
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Chapter Three
How Systems Fail

The previous chapter’s brief list of the main events that can disrupt the ener-
gy system seriously understates the problem. Failures in complex systems are
seldom simple. Simple threats can and often do act in bizarre ways on the
complex interdependencies that bind those systems together. “The assessment of
vulnerability, therefore, cannot rest on a mechanical collection of assessments of the vulnera-
bility of separate parts.”

“Mechanical collection,” however, is what most vulnerability studies do. At
best, they assess energy vulnerability (for example) for stringing together the
individual vulnerabilities of fuel sources, processing plants, storage and trans-
mission and distribution facilities, and so forth. But considering the energy
system as a mere collection of components, without considering how they
must be bound together to work as a whole, ignores the crux of the problem:
interactions, combinations, feedback loops, higher-order consequences, and
links across the system boundary. The complexity of these links may defy
complete analysis, but is easily illustrated by anecdotes.

Complexity

The sheer complexity of many technical systems can defeat efforts to predict
how they can fail. A modern nuclear power plant, for example, typically contains

some fifty miles of piping, held together by twenty-five thousand welds; nine
hundred miles of electrical cables; eleven thousand five hundred tons of
structural steel; and a hundred thousand cubic yards of concrete. Countless
clectric motors, conduits, batteries, relays, switches, switchboards, con-
densers, transformers, and fuses are needed. Plumbing requirements in the
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various cooling systems call for innumerable valves, seals, drains, vents,
gauges, fittings, pipe hangers, hydraulic snubbers, nuts, and bolts. Structural
supports, radiation shields, ductwork, fire walls, equipment hatches, cable
penetrations, emergency diesels, and bulkheads must be installed.
Instruments must be provided to monitor temperatures, pressures, chain-
reaction power levels, radiation levels, flow rates, cooling-water chemistry,
equipment vibration, and the performance of all key plant components.”

Not surprisingly,

The sequence of human and mechanical events leading to the two most seri-
ous power reactor failures in the U.S. [at Browns Ferry, where a technician
testing for air leaks with a candle caused a fire that burned sixteen hundred
clectrical cables, and at Three Mile Island] were excluded from ... analysis
in the most comprehensive study of reactor safety ever undertaken. Clearly
it is possible to construct systems sufficiently complex that all probable states
of the system are not foreseeable.’

Recent reactor failures “must give pause to one’s acceptance of any claim of
high reliability for a particular system, based solely on probabilistic analysis
[which tries to foresee all the ways in which it can fail].™*

Many failures from one source

Perhaps the largest single cause of unpredicted failures in complex systems
1s that multiple components, supposedly independent and redundant, can all
fail at the same time for unforeseeable reasons. These can be “common-
mode” failures—multiple failures of identical, redundant components in the
same manner—or “common-cause” failures—multiple failures, caused by a sin-
gle initiating event, of components that are different from each other but are
supposed to do the same task.” For example, identical valves can fail at the
same time if they are all exposed to conditions for which they were not
designed, or if they were designed or built wrongly: a common-mode failure.
Different energy systems that are supposed to back each other up independ-
ently—for example, programs for mining coal, making oil from shale, and gen-
erating electricity from coal and uranium—could all fail to be built because
Wall Street will not pay for them or because Westerners do not want them: a
common-cause failure.

Common-mode and common-cause failures cannot be identified simply by
cataloguing individual failure modes and their probabilities. In a spectacular
example, the after heat removal system in the Oak Ridge Research Reactor
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failed for several hours during operation in 1969, even though it had three iden-
tical channels backing each other up. In each channel, there were three separate
operator errors, two equipment installation errors, and three design errors
(including one that did not affect the outcome because the circuit in which it
occurred was inoperable for other reasons). The system would have worked if
any one of these twenty-one failures (seven identical errors or equipment failures
in each of three channels) had not occurred. The post-mortem stated:

This is almost unbelievable, especially in view of the importance that is
attached to the single-failure criterion wherein no single failure shall prevent
proper [operation]....

...It must be concluded that present tools and methods are ineffective in
uncovering the source of common mode failure.... [R]eliability analysis
would have uncovered nothing. The single-failure analysis would also have
been ineffective.’

Damage to the core was prevented only because a less reliable back-up sys-
tem, which the failed ones had replaced, happened still to be available and
functioning.

Common-mode and common-cause failures tend to be more important in
actual nuclear reactor accidents than random failures of chains of components
in sequence. The varieties of common-mode nuclear safety failures are legion.
In one memorable case, a technician adjusting the trip points in several sup-
posedly independent safety channels happened to calibrate them all to an
mnoperable range, simply by setting his voltmeter selector switch on the wrong
decade position. In another case, a key circuit failed because a test procedure
simultaneously destroyed a diode and confirmed that it was in good order.

A popular sampler anthologized from official reports of such incidents in
U.S. commercial nuclear power reactors notes common-mode failures caused
by such diverse circumstances as:

* failure of a power supply which was required to run supposedly independent
circuits;

* disabling of four independent power sources when a transformer failed in
such a way as to hurl a wire across a major electrical conductor;

* incorrect installation or manufacture of supposedly redundant equipment,
so that all units failed in the same way;

* improper soldering, which kept electricity from flowing properly in separate

and supposedly independent circuitry;

* floats which leaked, filled up, and sank, all in the same manner, so they all
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provided the same wrong indication of a liquid level;

* wiring errors copied consistently onto wiring diagrams;

* supposedly independent equipment all being water-damaged from being
stored together outdoors;

* redundant machines all disabled by the same contaminated lubricating oil;

* independent pumps whose inlet strainers all became clogged by the same

kind of debris;

* redundant pipes which all froze because the thermostat on one protective
heater had been miswired; and

* common-mode failure so peculiar that its origin was never discovered.’

Another instance concerned control rods, which are driven into a reactor
core to blot up excess neutrons and damp down the nuclear reaction, or driv-
en out of the core to let the reaction speed up. Unfortunately, the control rods
moved out when commanded to move either in or out, because their two-
phase, three-wire drive motor, after one wire became disconnected, could start
up on the remaining phase, a possibility which its designers had not expect-
ed. It turned out, however, that the windings of the drive motor were inter-
acting with the windings of another motor, belonging to a cooling blower, that
had been wired in parallel with them. In yet another case, relays designed to
be fail-safe—opening if their power failed—stuck shut because of sticky paint.
Similar relays had proven highly reliable for thirty years, but investigation dis-
closed that new staff at the manufacturer’s new plant had put the paint on
thicker.*

Unpredictable interactions

How could a twenty-nine-cent switch, burned out by improper testing,
cause grotesque failure to cascade throughout the Apollo Thirteen spacecraft,
so crippling it that the three astronauts barely coaxed it back to Earth?” That
spacecraft was designed with the utmost care by highly qualified people who
tried as hard as they could to make it reliable. They knew exactly what was
in the blueprints, and the blueprints showed the way the spacecraft had been
built. Unfortunately, “when one of the ... oxygen tanks blew upl,] it devel-
oped that there were ‘relationships among the gears’ which the designers
knew nothing about” Likewise, in 1980, as simple an initiating event as
dropping a wrench socket down an Arkansas missile silo led to the explosive
gjection of a megaton-range Titan warhead into a nearby field.

The complexity of even the most advanced technical systems, however, 1s
dwarfed by that of biological and social systems, as a simple example illus-
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trates. The World Health Organization attacked malaria-carrying mosquitoes
among the inland Dayak people of Borneo with verve and abundant DDT.
The people became much healthier, but the roofs of their longhouses started
falling down. The DDT had killed a parasitic wasp which had previously con-
trolled thatch-eating caterpillars. Worse, the cats started to die: they had built
up lethal doses of DDT by eating lizards which had eaten poisoned mosqui-
toes. Without the cats, the woodland rats flourished. Faced with sylvatic
plague, the WHO had to parachute live cats into Borneo. This example
“shows the variety of interactive pathways that link parts of an ecological sys-
tem, pathways ... [so] intricate ... that manipulating one fragment causes a
reverberation throughout.”"

A further example extends the concept. Farmers in the Canete Valley (on
the coast about a hundred miles south and east of Lima, Peru) shifted in the
1920s from sugar to cotton. This developed a mildly annoying but economi-
cally tolerable infestation by seven native insect pests. In 1949, persistent,
highly toxic, broad-spectrum pesticides, such as DDT and toxaphene, became
cheaply available for distribution by aircraft throughout the confined valley.
The pesticides offered an opportunity to decrease crop damage dramatically
and hence increase yields and profits. That initial result was followed within
a few years, however, by the emergence of six new cotton pests that had not
previously been a problem; then, six years later, by the return of the original
seven pests, now equipped with pesticide resistance. Despite heavier and more
frequent spraying and the use of organophosphorous insecticides, “the cotton
yield plummeted to well below yields experienced before the synthetic pesti-
cide period. The average yield in 1956 was the lowest in more than a decade,
and the costs of control were the highest.” The near-bankrupt farmers were
forced into a sophisticated program of integrated pest management based on
reformed farming practices, minimal use of biocides, and fostering of benefi-
cial msects. As any ecologist might predict, once biological balance was
restored, pest levels dwindled and yields increased to the highest levels in the
valley’s history. This is, however, a story of luck. The farmers might well have
caused irreversible damage: their effort to achieve a narrowly defined objec-
tive (eliminating seven insect pests) in the cheapest and simplest way had gen-
erated “a series of unexpected and disastrous consequences explicitly because
of the narrow definition of the objective and the intervention.””

The Borneo and Caiiete examples illustrate four key properties of ecolog-
ical or other complex systems:

By encompassing many components with complex feedback interactions
between them, they exhibit a systems property. By responding not just to pres-
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ent events but to past ones as well, they show an /Austorical quality. By respond-
ing to events at more than one point in space, they show a spatial mterlock-
ing property, and through the appearance of lags, thresholds, and limits they
present distinctive non-linear structural properties.... [E]cosystems are charac-
terized not only by their parts but also by the interactions among those parts.
It 1s because of the complexity of the interactions that it is so dangerous to
take a fragmented view, to look at an isolated piece of the system. By con-
centrating on one fragment and trying to optimize the performance of that
fragment, we find that the rest of the system responds in unexpected ways."

These biological insights have even been applied to urban renewal, rent con-
trol, and freeway construction, where they have predicted and explained phe-
nomena that had long baffled analysts of urban socioeconomics. For example,
this approach shows why building freeways decreases anticipated travel times,
changes land-use patterns, generates more traffic, thus increases anticipated
travel times, and so creates an apparent need for still more freeways."
Similarly, in societies as diverse as the United States and Sri Lanka, dams and
levees to protect flood plains tend to encourage building in those high-risk
areas, vastly increasing the damage when an extraordinary flood sooner or
later overwhelms the defenses—precisely the opposite of what was planned.”

These unexpected, paradoxical properties of natural and social sys-
tems—properties derived from their very complexity—are precisely those that
are critical to the conceptual basis of effective energy preparedness. For exam-
ple, viewing security as solely an outgrowth of military strength would be as
misleadingly narrow a view as supposing that cotton can be grown profitably
in the Cafete Valley only by using more and more pesticides—and that using
them will in fact have the desired effect.

But it is impossible to do only one thing: every sword has at least two
edges. Thus a purely military conception of national security dangerously
neglects (for example) the energy vulnerabilities described in this book—and
does nothing to guard against the economic, ecological, and social instabilities
which can destroy the very country one is seeking to defend. Similarly, if we
suppose that the answer to the Arab oil embargo is simply to expand the
domestic supply of all forms of energy, we may merely substitute one class of
vulnerabilities for another. Defining a problem too narrowly can “solve” the
energy problem, for a time, by making it into a problem of insecurity, infla-
tion, climate, nuclear proliferation, inequity, etc. Whether in energy, military,
or biological terms, focusing on only one aspect of security at a time ignores
the interactions among all aspects. Subtle, higher-order interactions can be a
greater threat to stability than direct, first-order consequences. Where cause-
effect relationships are too complex to understand intuitively, attempted solu-
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tions can make a problem worse: the cause of problems is often prior solutions.

Indeed, when problems get complicated enough, wrestling with them may
create more problems than are solved. Two IBM scientists found, for example,
that the more they tried to “debug” a massive computer program, the more
“bugs” their manipulation introduced. Their efforts to fix it became ever more
complicated and time-consuming, yet produced ever weirder side effects in
supposedly independent parts of the program."

Some systems analysts, such as the mathematician Roberto Vacca, believe
that poorly understood interactions may prove collectively so unmanageable as
to lead to the breakdown of industrial society.” The Swedish vulnerability
study, citing this view, found “similar apprehensions among technicians, biolo-
gists and sociologists.”** But one need not extend the idea that far to see how the
ripples of a single event can spread far beyond its intended area of influence—
especially in the energy system, which influences and is influenced by virtually
every aspect of our society. Perhaps the following extended qualitative illustra-
tion can convey the flavor of these unexpected interactions, feedback loops and
potential instabilities in modern techno-economic systems and how they bear
on energy preparedness.” The following example is of course highly selective,
but is not a wholly tongue-in-cheek description of recent trends.

Tracing higher-order consequences: an illustration

The United States pursued for many years a policy of promoting the use
of more energy while holding its price down through regulation and subsidy.
Because the energy looked cheap, its users did not know how much was
enough, and so they grossly underinvested in energy productivity. The result-
ing emergence of the United States as a massive net importer in the world oil
market harmed many U.S. allies. It harmed the economies of some oil-export-
ing countries which were being asked to lift oil at a rate detrimental to their
reservoirs or economies or both. It devastated the Third World, which was
unable to compete for the oil. The value of the dollar fell. Dollar-denominat-
ed oil prices rose.

The U.S. then needed even more foreign exchange to pay for the oil. It
earned this in three main ways: by depleting domestic stocks of commodities
(which was inflationary, left the forests looking moth-eaten, and left holes in
the ground where orebodies used to be); by exporting weapons (which was
inflationary, destabilizing, and of controversial morality); and by exporting
wheat and soybeans (which inverted Midwestern real-estate markets and
probably raised domestic food prices). Exported American wheat enabled the
Soviets to divert capital from agriculture to military activities. This in turn



26 Brittle Power

increased pressure on the U.S. to raise its own (inflationary) defense budg-
et—which it had to do anyhow to defend the sea lanes to bring in the oil and
to defend the Israelis from the arms sold to the oil-exporting Arabs. (From this
point of view, the best form of Middle Eastern arms control might be
American roof insulation.)

With crop exports crucial to the balance of payments, pressure mounted
for even more capital-, energy-, and water-intensive agribusiness. Fencerow-to-
fencerow planting and cultivation of steep and marginal land raised the rates
of topsoil loss above those of the Dust Bowl era—a dumptruck-load of topsoil
passed New Orleans in the Mississippi River each second, and more soil was
compacted, burned out, or sterilized. Heavy chemical inputs and a severely
narrowed genetic base impaired free natural life-support systems. Still more oil
was needed for fertilizers, pesticides, herbicides, irrigation, and desalination.
All of these increased the stress on remaining natural systems and threatened
uncontrollable epidemics of crop pests with an evolved resistance to chemical
pesticides. More energy was needed to pump the vanishing groundwater from
greater depths and to purify drinking water contaminated with nitrate runoff.
More coal strip mines and power plants, using still more water and land, were
needed to supply the energy. The capital intensity of modern agribusiness,
coupled with fluctuations in markets and weather, became unsustainable in
the 1980 recession, when land values (on whose inflation farmers had bor-
rowed heavily to pay their carrying charges) stopped inflating, instantly cre-
ating thousands of mini-Chryslers out of Midwestern farms.

The spiral sped faster as artificial financial incentives demanded quicker
returns. The Ogallala Aquifer under the High Plains was drawn down three to
ten feet per year and recharged less than half an inch per year. It was already
half gone when the lifting rate, during the four dry months of the year, sur-
passed the full annual flow of the Colorado River past Lee’s Ferry. Two-fifths
of America’s feedlot cattle came to be grown on grains made of Ogallala
groundwater. Growing enough of the grain to put enough weight on a feedlot
steer to put an extra one pound of meat on the table came to consume about
a hundred pounds of lost, eroded topsoil and over eight thousand pounds of
mined, unrecharged groundwater.”” To replace imported oil, some people start-
ed to make the corn into ethanol fuel, but because of the unsustainable farm-
ing practices, each bushel of corn consumed about two bushels of topsoil.

Meanwhile, excessive substitution of apparently cheap inanimate energy
for people exacerbated structural unemployment: the people who got jobs fix-
ing the automatic machines looked more productive, but the people displaced
by the machines had no jobs. A tax system left over from an era of plentiful
capital and scarce labor, and therefore designed to subsidize capital investment
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and tax employment, also increased unemployment. This worsened poverty
and mequity, which increased alienation and crime. High oil prices and the
collapse of the automobile industry hastened the decay of the urban
Northeast. Priorities in crime control and health care were stalled in part by
the heavy capital demands of building and subsidizing the energy sector. At
the same time, the energy sector itself—by its extraordinary capital intensity
and its noxious emissions—contributed to the unemployment and illness at
which those social investments were aimed. Energy prices and oil balance-of-
payments deficits helped to drive inflation. Inflation and unemployment fed
civil unrest. The growing vulnerability of the energy system to strikes, sabo-
tage, and protest required greater guarding, surveillance, and erosion of civil
liberties, which would in time encourage a drift towards a garrison state.

This, coupled with consolidation of oil and uranium cartels and a wide-
spread failure to address the energy security needs of developing countries hit
hardest by oil prices, encouraged international distrust and domestic dissent,
feeding further suspicion and repression. On the horizon loomed energy-relat-
ed climatic shifts that could jeopardize agriculture, especially in the
Midwestern breadbasket, and so endanger a hungry globe. The competitive
export of arms, reactors, and inflation from rich countries to poor countries
made the world more inequitable, tense, and anarchic. Plans proceeded to cre-
ate, within a few decades, an annual flow of tens of thousands of bombs’
worth of plutonium as an item of commerce within the same international
community that had never been able to stop the heroin traffic. Nuclear bomb
capabilities crept towards the Persian Gulf from several directions.

All of this is rather a lot, of course, to blame on underpriced energy. But
the point of this tracing spree, exploring some possible consequences of a sup-
posedly simple action, is that the elements of national security must be con-
sidered as an wnlerdependent whole. Their bizarrely intricate connections keep on
working whether we perceive them or not.

Surprises

The United States does not yet have—and may not have for a very long
time if ever—all the information needed to foresee all important consequences
of our actions. This does not mean that we dare not do anything. It does
mean that we need to view any reductionist catalogue of national security con-
cerns with a certain wariness and humility. However thoughtful the catalogue,
it cannot capture the most important sources of risk—the higher-order inter-
actions within a complex system and the surprises from outside it. Taken
together, four factors—unavoidable ignorance of how some things work, the
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influence of unexpected events not taken into account, and changes in tech-
nology and society—make it wmpossible in principle to foresee all risks.”"

As an example of how many surprises may be lurking beyond the range
of our attention, consider one narrow area of concern: the stability of region-
al and global climate. These are some of the unexpected energy-climate inter-
actions whose existence was first widely revealed during the 1970s:

* “Forcing” the nitrogen cycle by using synthetic nitrogen fertilizer increases
the incidental production of nitrous oxide by denitrifying bacteria in the soil
(especially if acid rain makes the soil more sour). Some of the nitrous oxide
diffuses up to the stratosphere. There its photochemical products attack the
ozone layer, especially at altitudes above about fifty miles. This in turn
changes the heating and circulation of the upper atmosphere. Some analysts
believe that the near-term rates of artificial nitrogen fixation might be climat-
ically significant.”

* Radioactive krypton gas routinely released by nuclear reactors and repro-
cessing plants can apparently alter atmospheric ionization and hence the dis-
tribution of electric charge in the atmosphere (the “fairweather potential gra-
dient”). This change has unknown but potentially large effects on nimbus
rainfall (such as monsoons and thunderstorms) and other processes important
to global agriculture and heat transport. This charge-altering effect may
become important at krypton concentrations hundreds of thousands of times
less than those of radiological health concern, possibly including present or
near-term levels.”

* An oil spill in the Beaufort Sea, where drilling is now underway, could
arguably spread under the fragile Arctic sea ice, and work its way to the sur-
face through seasonal melting on top and freezing on the bottom. In about ten
years this could make the top of the ice gray, increase its solar absorptivity,
and so lead to a probably irreversible melting of the sea ice, with dramatic
effects on hemispheric weather patterns.” Present levels of soot in Arctic air
may also be worrisome, since even faintly gray snow absorbs heat much bet-
ter than pristine white snow.”

* Fluctuations in the behavior of charged particles in the upper atmosphere
over Antarctica have been correlated with power surges in the North
American electrical grid—apparently coupled, and very greatly amplified,
through some sort of resonance effect. The climatic relevance of this linkage,
if any, is unknown.”

These examples could as well have been taken from many other areas of
earth science (or from biology or even political and social science) as from cli-
matology. Their point is not that there is a lot we don’t yet know about cli-
matology; it is rather that the future is a cornucopia of surprises. One scien-
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tist, hearing of the unexpected discovery that certain propellant gases in
aerosol cans could deplete the ozone layer, exclaimed, “What the hell else has
slipped by?” A great deal, concludes William Clark of the Oak Ridge Institute
for Energy Analysis, “has slipped by, and always will.”” That 1s as true of
energy as of any other field.

Most energy policy analysts spend their professional lives coping with the
consequences of a singular event in 1973. That event, the Arab oil embargo,
surprised them: “The acute dependence of the western economies on a con-
tinuous oil supply was (rightly or wrongly) not viewed as hazardous, because
supply was treated as a fixed function of geology rather than a variable func-
tion of politics.”® Yet the same analysts who were so caught by surprise in
1973 cheerfully go on today to assume a surprise-free future. It is not going to
be like that at all.

In 1974, a list was drawn up of the twenty most likely surprises in energy
policy over the next decade or two.” Near the top of the list were “a major
reactor accident” and “a revolution in Iran” Number twenty on the list, of
which no examples could be given, was “surprises we haven’t thought of yet.”
There will be many of those, not only because there is so much still unknown
about how the world works, but because rare events do happen.

A principle enunciated by George Orwell and E.B. White, and known to
discomfited experimental scientists as the Totalitarian Law of Physics, states
that “whatever is not forbidden [by laws of physics] is compulsory”—it will
happen sooner or later. There are many possible events which may be indi-
vidually very rare: their probabilities may be vanishingly small. But these sur-
prises are also almost infinitely numerous, so collectively they will catch up with
us, and one or another of them is likely to occur fairly frequently. We live in
a world full of nasty surprises, and had better prepare for it.

National security, therefore, requires not only that we calculate the proba-
bility of foreseeable kinds of failure. Our designs must also include the broad-
er philosophy of resilience in the face of the incalculable: lunatics, guerrillas,
Middle East wars, freak winters, social turmoil, and those unpredicted high-
technology failures which all experts insist are impossible—until, like the 1965
Northeast blackout, they happen. True preparedness requires not merely an
explicit readiness for foreseeable threats—the subject of the next nine chap-
ters—but also an implicit readiness for unforeseeable and imponderable threats.
The theme of unforeseeable threats to complex, interactive systems, and the
design principles for resilience that flow from the inevitability of such threats,
will return for full development starting in Chapter Thirteen. This theme is the
key to designing an energy system that can survive the surprise-fu// future.
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Chapter Four

What Makes the Energy
System Vulnerabler

Most commercial fuels and power in the United States today are delivered
through a long, intricate chain of events and equipment. From mines in
Appalachian hollows or Wyoming badlands, trains haul coal hundreds of
miles to power plants. Arab and Alaskan oil is pumped perhaps a thousand
miles through pipelines over desert or wilderness. Tankers haul the oil out of
the Arctic or halfway around the globe, and deliver it to refineries and tank
farms occupying hundreds of acres. The concentrated, high-quality refined
products and natural gas move another thousand miles or so via elaborate
networks of pipelines, barges, ships, trains and trucks. Electricity moves hun-
dreds of miles through sophisticated transmission lines. All these processes
depend on massive, highly capital-intensive, long-lead-time facilities which are
extremely complex, both technically and socially, and which operate continu-
ously under precise controls.
In this structure lie the seeds of brittleness:

* The energy systems’ components are complex, so they are prone to fail, and
when they do, it is often hard to diagnose and fix them.

* The components are organized in complex patterns, so they may interact

with each other in complicated ways which are not always well understood.

* The components are subject to unexpected, unpredictable disturbances from
outside.

* These disturbances may cause sudden system-wide failure on a massive scale.

* The proper functioning of the whole system is profoundly important to
people’s well-being, to social cohesiveness, and to national survival.

Because the energy system is familiar and usually dependable, one is

30
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tempted to suppose that it will always be able to resist disruption in the future,
even if it is tested in ways—such as concerted terrorist attacks—to which it has
not yet been exposed. But in fact, as will be shown both in principle and from
practical examples, the very properties of the modern energy system that
make it such a visible and impressive technical achievement also make it pecu-
liarly vulnerable to the threats described in the previous two chapters.

The energy system cannot cope with threats for which it was not designed:
it grew up in a quieter, more stable era of history than we are able to look for-
ward to. Lately it has also been evolving, through a combination of many sub-
tle trends, in a way that makes it vulnerable as a system to threats against
which each of its components was supposed to have been secure.

The structure of today’s energy system makes it prone to major disrup-
tions because of the following attributes:'

* dangerous materials;

* limited public acceptance;

* centralization of supplies;

* long haul distances;

* limited substitutability;

* continuity and synchronism in grids;

* inflexibility of energy delivery systems;

* interactions between supposedly separate energy systems;
* high capital intensity;

* long lead times;

* specialized labor and control requirements; and

* potential for misuse of energy distribution systems.

These attributes are now considered in turn.
Dangerous materials

Many of the forms in which energy is commonly delivered are hazardous
in their own right. Though accidental electrocution is uncommon, defective
electric wiring is among the leading causes of fires (poorly installed and main-
tained wood stoves are gaining fast). But the main danger arises from the high
energy density of fuels—the energy carriers which, by being burned, directly
supply eighty-seven percent of all energy delivered in the United States.

The high energy content of a given volume of fuel is in large measure the prop-
erty which makes it valuable. It is what makes the fuel a fuel. But our familiarity
with everyday fuels may lead us to underestimate their formidable ability to cause
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harm. (Hence the need for safety signs in some filling stations reminding us,
“Gasoline 1s designed to explode”) A gallon of average gasoline, for example, con-
tains as much energy as a strong horse produces in forty-nine hours’ work. A stan-
dard gasoline pump (pumping at about thirteen gallons per minutes) delivers fuel
energy at the remarkable rate of twenty-nine million watts. Thus a twenty-pump
station, when all its pumps are working, is delivering energy about as fast as a six-
hundred-megawatt power station, which is quite a large one.”

Most fuels are, by intent, highly flammable or explosive. The amounts of
fuel present even in the most dispersed stages of distribution, such as tank
trucks, are sizable hazards. A nine-thousand-gallon tank truck of number two
fuel oil contains the energy equivalent of a small nuclear explosion—three-
tenths of a kiloton. Even though the two would not behave the same (the oil
fire would release its energy not as prompt radiation or blast but as radiant
heat), the heat from a tank-truck fire would suffice to melt nearby cars. In
refinery accidents, burning oil flows have covered as much as forty-two
acres—an essentially unextinguishable conflagration—and vapor explosions
have devastated as much as twenty-nine acres.’ A 1976 oil tanker explosion in
Los Angeles Harbor broke windows twenty-one miles away.' The hazard is
not limited to petroleum-derived fuels: at least one worker was killed in the 6
March 1981 explosion of a large ethanol tank in Sao Paulo, Brazil.’

Gaseous fuels, being harder to contain, increase the hazard:

With vast quantities of a highly explosive substance [natural gas] being car-
ried at very high pressures in a steel pipeline with a wall thickness ranging
from a tenth of an inch to half an inch, often near or through populated
areas, the potential for catastrophe is considerable.’

A gas pipeline can be bombed over a considerable length by a single charge.
It will blow up by itself if a break allows air into the line. An air-gas mixture,
under [the] right conditions, can explode and detonate over miles of terrain,
through cities and industrial centers ... The writer observed an eight-inch
spiral weld line that unwound and came out of its ditch for a distance of eight
miles. A larger line would result in a worse situation. Detonation can occur
even in a two-inch line.’

Compared to, say, piped water, this is an impressive potential for mischief,
demanding meticulous care. Such energy density increases the likelthood of
serious consequences from an initial disruption, whether from natural disas-
ter, deliberate attack, or technical failure. The ready availability of such mate-
rials as natural gas, propane, and gasoline also expands the destructive capa-
bility of terrorists, permitting them to make bombs whose detonation inside
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even the most heavily reinforced major structures can demolish them.

Stored energy can also be gravitational, as in the potential of water behind
a dam to sweep away whatever is below it if the dam bursts. This potential
has often been exploited in wartime. Occasionally it is demonstrated in peace-
time, accidentally or (as in the recent collapse of a sludge dam in the Kentucky
coalfields) deliberately.®

Still another manifestation of high energy density is the radioactivity of
nuclear materials. Pure fissionable materials (such as uranium-235 or plutonium-
239) contain more than a million times as much energy per pound as pure hydro-
carbon fuels. They are mildly radioactive; many of their fission and activation
products are mtensely so. Despite extensive precautions, the possibility of acci-
dental or deliberate releases remains. Since the threat cannot be sensed without
special equipment and can have long-term consequences with high emotional
impact, even the possibility of a minor release can have major social effects:

More than any other type of peacetime disaster, ... nuclear emergencies
could cause mass panic.... [IThe prime danger comes ... from the [wide] dis-
persal of radioactive material..., impossible to detect without special instru-
ments, [and which] could cause fearsome and unpredictable consequences:
cancer, sterility, and gross birth defects ... for many years after ... release.’

Since there is no way to tell whether most such injuries were caused by radiation
or by something else, the perpetrators of a release can be blamed for far more
harm than they did. Conversely, people cannot be sure the release was not the
cause of their affliction, and actual victims may be unable to prove causality as a
basis for just compensation. These perplexing issues, now being raised in class
actions by persons exposed to the Three Mile Island releases and to fallout from
military nuclear weapons tests in the 1950s, have aroused considerable public
attention and anxiety. Some other substances used in energy devices such as
polychlorinated biphenyls (PCBs) in old transformers, and even the electromag-
netic emissions of very-high-voltage power lines, raise broadly similar concerns.

Limited public acceptance

Such anxiety 1s only one of many reasons why many people, from a wide
variety of backgrounds and beliefs, may not want to have to bear the social
costs of major energy facilities. The sources of opposition can include a desire
to preserve a particular way of life (an important issue in rural Western areas
threatened with boom-town development); concern about a wide range of
environmental impacts (water use, loss of habitat or endangered species, bio-
medical effects of power lines on people and farm animals, potential danger
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from liquefied natural gas (LNG) or nuclear plants, oil pollution, nuclear pro-
liferation, noise, coal dust, heat releases, esthetic damage); desire to defend
certain social structures or values (free enterprise, small business, local self-
reliance); or even perceived vulnerability itself.

It does not matter here how far these diverse concerns are justified or how
widely they are shared. The important thing is that they represent views sin-
cerely and strongly held by citizens of a democracy who believe they are enti-
tled to give their views political and practical effect. Many historical examples
suggest, too, that attempts to bypass or suppress such concerns bear high
political costs and often turn out in hindsight to be a refusal to listen to warn-
ings of serious errors in policy."

For present purposes, however, it 1s sufficient to note that major energy facil-
ities of any kind—like highways, water projects, chemical factories, or toxic waste
dumps—can come to represent to many people a highly visible focus for griev-
ances about the project itself or broader issues. By threatening direct and unde-
sired impacts or by symbolizing perceived inequities, such a facility can be, from
the standpoint of civil disturbances, an attractive nuisance. Nuclear facilities, par-
ticularly in Europe, are clearly among the most prominent lightning-rods for
such social tensions:" hence the official interest in assessing how likely it is that
opposition to such plants might motivate some people to attack them."

Centralization of supplies

Primary fuel sources—oil and gas fields, coal mines, uranium mines—have
to be where the fuel is in the ground. Dams have to be where the water is.
Refineries and power plants have to be so sited that it is not too costly to sup-
ply their fuel and deliver their products. The usual result of these logistical
and economic requirements is to site major energy sources and conversion
plants relatively far from their final users. Earlier in American history, heavy
industry tended to go where the energy was, and cities followed the factories.
Thus the mill towns of New England went to the waterpower, and later an
industrial heartland grew in the Midwest near the coalfields.

But in this century, people became more mobile, new technologies were
developed for cheaply moving fuels thousands of miles to market, and con-
venient near-urban sites for new plants were exhausted. For those reasons, the
distance between major energy facilities and their customers has steadily
risen. This increasing geographic separation has had two obvious effects. It
has concentrated the facilities themselves into a small area (for example, near
Western coalfields), making them more vulnerable to all sorts of disruptions.
And it has made the connecting links longer and hence more tenuous, expos-



Chapter Four: What Matkes the Energy System Vulnerable? 35

ing them to mishaps over a longer distance.

But a more subtle social result of the separation may be equally important:
the automatic allocation of the delivered energy and of its side effects or social
costs to different groups of peaple at opposite ends of the transmission lines, pipelines,
and rail lines. This divorce of benefits from costs is considered admirable at one
end but, often, unjust at the other. Politically weak rural people usually do not
want to live in “zones of national sacrifice” for the benefit of “slurbians” a thou-
sand miles away. At the same time that this refusal is being asserted, the planners
and builders of most modern energy projects are forced—by the projects’ very
scale and complexity—to organize their work through institutions that may be, or
at least appear to be, remote and unresponsive to local needs.

These trends have together led in the United States to more than sixty “ener-
gy wars”—violent or near-violent conflicts over siting—now in progress. They
reflect an intensity and breadth of social unrest that any student of energy vul-
nerabilities must take seriously. Archetypal, perhaps, is the long-running rebellion
by politically conservative farmers in northern Minnesota who nightly dismantle
high-voltage power lines that have been built diagonally across their land under a
political process which they consider unjust and illegitimate.” An anthropologist
who has named, analyzed, and often successfully predicted the course of this and
other “energy wars” persuasively argues that they often reflect an underlying con-
flict between a network and a hierarchy." (The network generally wins.)

Additional social feedback loops can further heighten the risk that social
unrest will spill over into deliberate disruption of energy systems. For exam-
ple, social conflict and tension may increase if massive energy projects seem
to be increasing inequities or economic insecurities to the projects’ neighbors
or customers or both. If people do not want the plants near them, that rejec-
tion—together with the general difficulty of siting and guarding large numbers
of plants—may heighten pressures for further centralization in remote, para-
militarized enclaves like “nuclear parks.””® Such concentrations of unwelcome
energy plants have been seriously proposed to be built on the energy scale of
the Mideast oil fields—the same degree of centralization whose vulnerability
was the rationale for building nuclear plants in the first place.

Long haul distances

A large, recently built power station delivers its electricity an average dis-
tance of about two hundred twenty miles—as far as from Washington D.C. to
New York City. If its customers were evenly spread out (rather than clustered
in an urban area as they usually are), they would occupy an area of more than
ten thousand square miles—so huge is the station relative to the needs of the
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average customers. Some electricity travels much farther: British Columbia
hydroelectricity goes as far as Southern California and Arizona, and some
Churchill Falls (eastern Canadian) hydroelectricity probably gets nearly to
Florida.

The average barrel of oil lifted in the United States is transported a total of
about six to eight hundred miles before final use.”® The average unit of natu-
ral gas probably moves even father. In 1974, sixty-six percent of U.S.-mined
coal was hauled an average of three hundred miles by rail, and twenty-one
percent—much of it in the Ohio River Valley—travelled an average of four
hundred eighty miles by barge.” Remote Western strip mining and exploita-
tion of Arctic and offshore petroleum resources will greatly increase the aver-
age haul lengths. “The average distance we have moved our energy sources
has continuously increased ..., and all signs point to an even greater extension
of these vital supply lines.”** Longest of all-halfway around the world—are the
supply lines for Mideast oil.

These long haul lengths increase vulnerability to all types of hazards.
Different fuel delivery systems, of course, have different vulnerabilities. “The
[California] pipeline network contains fewer parallel links than the highway
net, and has less excess capacity for carrying fuel. Therefore, it is more vul-
nerable to disruption by earthquake. However, it is less vulnerable to a
Teamsters’ Union strike.”” A few heavily used arteries of fuel transport make
several different forms of energy (oil, coal, coalfired electricity) simultane-
ously vulnerable to localized events: for example, in the case of the Ohio
River, to freezing, bridge collapse, or river fires like the gasoline barge fire
which recently closed a fifteen-mile stretch of the river for two days.”

Limited substitutability

Untl such recent developments as the commercialization of fluidized-bed
boilers,” few of which are yet in use, it was costly and uncommon for boilers
to be designed to burn more than one or at most two kinds of fuel. It is espe-
cially hard to handle both solid and fluid fuels, because they require different
kinds of equipment to store and feed them, and the duplication of investment
would normally be unattractive. Indeed, the whole infrastructure for process-
ing, moving, and using fuels, whether directly or via electricity, has been built
on the assumption that several competing fuels will always be readily avail-
able in essentially unlimited quantities. The engineer’s task was simply to
decide which of those fuels would be cheapest in the near term and to procure
a device for burning just that fuel. The lifetime of these devices typically
ranges from one to several decades. Accordingly, a complex pattern of past
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investments now locks each region and each industry into a relatively inflex-
ible pattern of fuel and power use, limiting its adaptability to interruptions in
the supply of any particular form of energy.

This problem is perhaps most familiar to electric utilities, whose hundred-
plus billion dollars” worth of power stations represent the largest fixed indus-
trial asset in the whole economy. Past fuel interruptions (the 1973-74 oil
embargo, the 1978 coal strike, the 1975-77 Western drought, occasional natu-
ral gas curtailments, generic nuclear shutdowns) have highlighted regional con-
centrations on one or another fuel. Utility plans for 1989 reflect continuing fuel
specialization of different kinds in virtually every region: over seventy-five per-
cent coal dependence in the East Central states; over fifty percent oil in the
Florida and Southern California/Nevada regions; over twenty-five percent oil
in the New York, New England, North California/Nevada, and Arizona/New
Mexico pools; over fifty percent gas in South Central; twenty-five to fifty per-
cent nuclear in New England and in the Pennsylvania/New Jersey/Maryland
and Chicago areas; and over sixty percent hydro in the Pacific Northwest.”

This might at first sight look like healthy diversity; but it also guarantees
that a major interruption in the supply of any of these sources will put at risk
the electrical supplies of at least one substantial region. Ultilities in one region
have some capacity to interchange power with those in a different region
whose fuel vulnerabilities are different: in recent years, coal power has been
“wheeled” to oil-short areas, and during the 1977-78 coal strike, vice versa.”
But this interchange capacity is limited in scope; it does not apply to the whole
country, since the eastern and western grids connect via only one small line
in Nebraska, and the Texas grid is connected to neither. Moreover, inter-
change introduces new vulnerabilities (explored more fully in Chapter Ten).

Throughout the energy system, the ability to substitute is limited not only
between different fuels but also between different types of the same fuel. There
are different kinds of coal, for example, whose content of ash varies by up to a
hundredfold; of sulfur, by at least tenfold; and of heat, by at least twofold.
Conventional furnaces can burn coal only within a specified, often rather nar-
row, range of chemical and physical properties. On a home scale, most wood-
stoves are designed to burn hardwood or softwood efficiently, cleanly, and safe-
ly—but not to be able to burn either indiscriminately (without special design fea-
tures). Oll is refined into an immense variety of products ranging from tar to
watch oil. Just among the many grades of fuel oils and of motor vehicle fuels,
there is often only a limited range of interchageability for a given use. Even crude
oil comes in many varieties, differing in specific gravity (heaviness), viscosity,
chemical composition, and trace impurities such as sulfur and heavy metals.

Refineries normally need to blend crude oils of different composition—a
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logistical problem of considerable complexity at the best of times:

In some areas of the country large refinery complexes depend on a specific
crude oil supply [whose] ... interruption ... could shut down [the]...plant. If
this refinery were the sole supplier of particular feedstock[s] to a petrochem-
ical plant which was one of a very few making specific products, such as
toluene, tetracthyl lead, butadiene, specific solvents, or other chemicals, the
loss could be ... of strategic importance.”

Refineries designed for low-specific-gravity crudes cannot suddenly switch to
high-gravity crudes without developing “bottlenecks” which limit their capac-
ity. Refineries meant for sweet (low-sulfur) crudes are not built of the special
alloys required to withstand the severely corrosive sour (high-sulfur) crudes.
Waxy crudes require special handling: some do not flow until heated to the
temperature of a warm room.

There are similar restrictions on the purity, dryness, and heat content of
natural gas suitable for various kinds of processing, transmission, and use.
Even in storage of liquid fuels, “clean” tanks, barges, tankers, and so forth are
not interchangeable with “dirty” ones contaminated by crude oil or heavy fuel
oils; cleaning vessels is costly and time-consuming.

In many complex ways, therefore, prolonged disruption of normal fuel
supplies can severely constrain the ability of the fuel-processing and fuel-using
industries to cope. In many cases the modifications needed for oil refineries,
for example, to switch to a different kind of crude take many months and cost
many millions of dollars; it is not just a matter of turning valves.”

Continuity and synchronism in grids

Fossil fuels are in general straightforward and relatively cheap to store in
bulk. With reasonable care to protect piles of coal from spontaneous combus-
tion and tanks of crude oil from collecting moisture, stocks are fairly durable.
Nuclear fuels are still cheaper and more durable to store: for a ten-year supply
of low-enriched uranium fuel, warehousing charges are nfinitesimal, and car-
rying charges add less than one percent to the delivered price of electricity. With
more trouble and cost, natural gas can be stored in substantial amounts either
as a gas (in tanks or underground) or as a very cold liquid (Chapter Eight). This
is not to say that storage of fuels is free from risk: on the contrary, oil and gas
stocks are prone to fire and nuclear stocks to potential theft. The point is rather
that at least technically and economically, all fuels can be readily stored in bulk.

But for electricity, such storage is uniquely awkward and expensive. Thus
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the central supply of electricity requires a continuous, direct connection from source
to user. Interruptions of central electric supply, having no buffer storage, are
instantaneously disruptive. The grid exposes large flows of energy to inter-
ruption by single acts at single points, and there is only limited freedom to
reroute the flow around the damage.

Furthermore, centralized supply grids cannot discriminate well between
users. Electricity for a water heater, which may be unaffected by a few hour’s
interruption, must bear the high cost of the extreme reliability required for sub-
ways and hospital operating theaters. And the grid is all-or-nothing: it must be
so reliable because its failure is so catastrophic, blacking out a wide area simulta-
neously. If your heating oil delivery fails to arrive, you can put on a sweater or
go to the next room. If the electric grid fails, there is no unaffected next door:
everyone who relies on the electric grid is in the same boat at the same time.

Another reason why electrical grids require continuous, meticulous man-
agement *° is that they carry electrons in a particular, precisely defined time pat-
tern of variation that is synchronous throughout the grid. Departures from synchro-
nism can seriously damage equipment and can even cause the whole grid to
break down. The exacting requirement for synchronism raises serious prob-
lems of grid stability which are examined further in Chapters Five and Ten.

Natural gas pipeline grids have a requirement of their own that is some-
what analogous to synchronism in electric grids. While electric grids can
transmit power at levels varying all the way down to zero, gas pipelines can-
not, because if pressure falls below a certain level, the pumps can no longer
move the gas. In practice, this means that gas grids must keep input in step
with output. If coal barges or oil tankers cannot deliver fast enough to keep
up with the demand, there is simply a corresponding shortage at the delivery
end. But if a gas grid cannot supply gas fast enough to keep up with the
demand, it can cease working altogether. In January 1977, calling on stored
gas and adding grid interconnections was not enough to keep up the grid pres-
sure, so major industrial customers had to be cut off, causing dislocations in
Ohio and New York (as noted earlier).

The alternative would have been even worse, because the collapse of gas
pressure could not have been confined to the transmission pipelines. Without
a continuous supply of high-pressure gas, the retail gas distribution system too
would have been drained below its own critical pressure. If distribution pres-
sure collapses, pilot lights go out in innumerable buildings, including vacant
ones. A veritable army of trained people then has to go immediately into each
building, turn off the gas to prevent explosions, and later return to restore serv-
ice and relight all the pilots. This occasionally happens on a local level, but has
hardly ever happened on a large scale. It is such a monumental headache that
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gas companies strive to avoid it at all costs.” Indeed, the gas industry general-
ly considers it an abstract problem—much as the electric power industry con-
sidered a regional blackout until it happened in 1965. Yet, ominously, an extor-
tionist threatened a few years ago to cause a brief interruption in Philadelphia’s
gas supply—long enough to extinguish the pilot lights, but short enough to
cause mnstant and widespread “urban redevelopment” shortly thereafter.

Inflexibility of energy delivery systems

A monumental study of the U.S. energy transportation system identified
six aspects of system flexibility:

* adaptability to changes in volume carried (throughput);
* adaptability to different operating fuels;

* sensitivity to weather;

* ability to change delivery routes;

+ ability to build facilities quickly; and

» ability to ship several different fuels jointly.**

Another attribute not mentioned by the study, but also important, is
* ability to reverse direction.
Several of these qualities deserve brief amplification.

Volume Normal fluctuations in demand, let alone the ability to substitute for
other interrupted supplies, make it desirable to be able to change the amount
of energy transmitted, quickly and within wide limits. All present means of coal
transportation have this property insofar as they need no fixed or minimum
throughput. (This may not be true of proposed slurry pipelines.) Railroad and
barge traffic cannot greatly expand without overloading key track sectors,
locks, and so on, but at least within those limits the volume is free to fluctuate.
For oil, trucks provide the greatest ability to expand, provided there are enough
trucks and open roads; railways and waterways are intermediate in flexibility,
since they have fixed trunk routes but can move equipment along them to
where it is most needed (and, in the case of railways, can add spur lines). Oil
pipelines are the least flexible, having fixed routes and—barring major modifi-
cations—fixed maximum capacities. Most pipelines, however, can reduce their
throughput over a substantial range with little penalty save in profits.

The ability to concentrate modular fuel-carrying vehicles where they are
most needed paid off in 1940-42. At this time, the Atlantic Seaboard was
ninety-five percent dependent on coastal tankers that were vulnerable to
German submarines (and oil shipments to England were wholly dependent
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on these same tankers). Twenty thousand idle railway tank cars were recon-
ditioned and put into oil-hauling service “almost overnight.”* Barrel-loaded
boxcars and tanks built for synthetic rubber were pressed into service. The oil
unit trains “were highballed from one railroad to another” on “fifty railroads
and fifty-six routes,” achieving a peak shipment rate of nine hundred thirty
thousand barrels per day. Commandeered barges also moved an average one
million three hundred thousand barrels per day on the Mississippi. It was a
heroic response to a desperate problem.

Surprisingly, the same need might arise even today. There is still no crude
oil pipeline serving the East Coast refineries (New Jersey, Pennsylvania,
Delaware), so an interruption of Atlantic or Gulf tanker traffic would shut
them down. The Colonial Pipeline System, with a capacity of about two mil-
lion one hundred thousand barrels per day, provides the only substantial
capacity for importing refined products to the East Coast, but none for crude.
The immense increase in oil demands over the past forty years has made
America far more dependent on such major pipelines than we were on coastal
shipping in World War II. Should the Colonial Pipeline not operate, replac-
ing its product flow would require the equivalent of more than two hundred
World War II T-2 tankers (each of sixteen thousand deadweight tons) on a
continuous thirteen-day round-trip shuttle between Galveston and New York.
This is approximately the whole U.S. coastal tanker capacity, and enough to
cause a monumental traffic jam in the ports.” And this would substitute for
the delivery of refined products by just one major pipeline: it would not even
provide a drop of crude oil for the isolated East Coast refineries.

Facilities construction Liberty Ships showed the importance of being able to
build up an extra stock of equipment to meet unexpected needs. This is equal-
ly true in responding to major energy emergencies. In general, it is faster to
build trucks than other fuel-transporting devices, and once built, they can be
deployed where needed. The roads they use are multi-purpose, rather than
being specialized to move energy, as gas pipelines and power lines are. On the
other hand, trucks are usually the most costly and energy-intensive way of
moving fuels. Railway and waterway facilities, though cheaper, take much
longer to build and are usually too costly for any but large users.

Speed and joint shipment Electricity moves instantaneously; natural gas is the
next fastest; then, usually, oil, which can travel thousands of miles by pipeline
in a week or two; and (in most cases) the slowest is coal. In coal shipment, the
cheapest method (barge) is also the slowest, least flexible, and most vulnera-
ble to weather. The most flexible in routing (truck) is also the costliest; rail-
ways offer various compromises between flexibility and economy. All can



49 Brittle Power

keep different kinds of loads separated.

So, surprisingly, can pipelines. For example, the Colonial system, the
largest and probably the most complex in the world, accepts minimum batch-
es of seventy-five thousand barrels, occupying a twelve-mile length of pipe (an
amount which takes an hour and a half to pass a fixed point)." Each batch is
separated from adjacent batches of different composition by inflating between
them a water-filled rubber “batching sphere” that fits the inside pipe diameter.
Constant monitoring of the specific gravity of transmitted product enables
operators to divert the “interface”—the small mixing zone formed by leakage
around the batching sphere—into holding vessels for reseparation or blending
into products of saleable purity. The order of batching is carefully defined to
minimize contact between incompatible products, and a full product sequence
requires ten days. For products more viscous than the lighter heating oils,
pipeline shipment is impractical.

Reversibility Oil and gas transmission pipelines now in operation are gener-
ally unidirectional.” They can be reversed, and have been, by modifying
valves and compressors.” Oil tanks are even more easily reversible, requiring
only appropriate loading/unloading equipment.* Electrical grids are usually
reversible without modification, subject to requirements of safety, metering,
and stability (Chapter Ten).

In contrast, the 1978 coal strike showed that coal generally flowed only one
way. The federal government had extensive authority to protect coal distri-
bution, to require emergency electric interties, and to mandate allocations and
sales of coal, but not physically to move coal.”” Regardless of what the law
allowed, most of the coal was sitting in power plant depots where foresighted
utility managers had stockpiled it. And most of the depots had equipment
only for unloading coal onto piles, not for reloading it for shipment to some-
place else.*® Such inflexibility in redistributing scarce fuel supplies can greatly
hamper the response to an energy emergency.

In summary, then, the systems which transport fuels and power around the
United Stated are not infinitely flexible. The transportation patterns have
some slack, but not enough to accommodate all foreseeable disruptions.
Major changes in how much of which fuel travels where may require many
years to accomplish. The loss of particular fuel transport arteries could indeed
cause energy shortages in the midst of surplus, simply because there may not
be enough alternative pathways to get the energy to the people who need it.

Interactions between energy systems

Most of today’s systems for supplying energy, and many for using i,
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require additional, auxiliary supplies of another kind of energy in order to
operate. Interruptions of one kind of energy supply can therefore cause inter-
ruptions in others. Most home furnaces, for example, burn oil or gas but need
electricity to ignite them, pump their fuel, and distribute their heat. The
pumps at gasoline filling stations generally run on grid electricity. Most
municipal water plants (and sewage treatment plants that do not burn their
own methane byproduct)” require grid electricity to operate;” the water in
turn is needed, among other things, to fight fires, run power plants, and cool
refinery columns. Most oil refineries depend so heavily on grid electricity®
that a blackout may cause them “extremely serious” damage.” About half of
U.S. domestic oil extraction depends on electrical supplies,” for example to
drive the motors that pump the wells. In turn, all the heavy machinery used
throughout the energy industry depends on a continuous supply of lubricants
from the oil industry.

Failure of power for dewatering coal mines can flood them so badly as to
force their abandonment. Except for the tiny fraction of U.S. coal carried in slur-
ry pipelines, virtually all coal transportation depends on diesel fuel,” so a cutoff
of imported oil “may threaten our supply lines for coal as well.”* Likewise, many
power stations depend on diesel generators for safe shutdown and to run critical
control and protective circuits if the stations and their grid supplies fail.

Some fuels are coproducts of others (natural gas liquids from natural gas
processing, for example). Some fuels, like heating oil or propane, can become
scarce if a shortage of, say, natural gas forces buyers to substitute.*

In short, any disturbance in the intricately interlinked web of fuel and
power supplies can spread out in complex ripple effects at all levels, from pri-
mary supply to end use, complicating substitutions and making the initial
shortage much worse.

Another worrisome interdependence of supposedly independent energy
systems can arise from their being built close to each other or to equipment
that provides other critical services. Broken water mains can short out electric
cables. Fire and explosion can propagate between nearby pipelines or through
a tank farm: people were recently evacuated from five square miles of
Franklin Township, New Jersey, when a fire at a natural gas pipeline com-
pressor station threatened to engulf two nearby propane tanks.* Earthquakes
can cause gas mains to break and explode or burn over a wide area simulta-
neously, destroying energy facilities that survive the initial shock.*”” On a small-
er scale, exploding gas mains can simultaneously disable electric and tele-
phone cables located in the same tunnels under city streets. During the British
conversion to North Sea gas, some public telephone booths started exploding:
the higher gas pressure was too much for old joints, and the leaking gas
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entered adjacent telephone cable conduits and seeped up into the booths,
ready for someone to walk in with a lighted cigarette.

High capital intensity

Modern energy systems tend to be among the most capital-intensive invest-
ments in the entire economy. A central power station is the most capital-inten-
sive device in all industry. It requires several times as many dollars’ invest-
ment to produce an annual dollar of output as a mechanized factory does.
Such capital intensity reflects the degree to which the project commits scarce
resources, and thus indirectly measures the difficulty of building (or rebuild-
ing) it with limited resources.

In general, synthetic fuel and frontier (Arctic and offshore) oil and gas sys-
tems require about ten times as much capital (per unit of capacity for deliver-
ing additional energy to final users) as did the traditional direct-fuel systems—
such as Appalachian coal, Texas oil, and Louisiana gas—on which the
American economy was built. Central electric systems, i turn, are about ten
times more capital-intensive still**—about a hundred times as capital-intensive
as most of the fuel supplies we depend upon. The resulting capital charges
generally exceed operating costs and profits. Carrying charges for a plant cost-
ing, say, two billion dollars (such as one producing fifty thousand barrels of
synthetic fuel per day) can easily exceed half a million dollars per day, or six
dollars per second—payable whether the plant runs or not.

This has important operational, social, and financial consequences. First, the
designers will be unable to afford much redundancy—major back-up features
that cost a lot but are seldom used. Second, there will be a strong temptation to
skimp on downtime for routine maintenance—a temptation commonly indulged
in reactor operations. A similar reluctance to shut down oil refineries for main-
tenance if they can be kept running without it means that minor leaks which in
prior years would have been quickly fixed are now often allowed to continue
for a year or more. The prevalence of known but unfixed leaks and other faults
greatly increases both the likelihood of fire and the workers’ exposure to toxins
and suspected carcinogens. These economically motivated risks are a chief
cause of refinery strikes by the Oil, Chemical, and Atomic Workers’ Union.

The economic need for capital-intensive plants to run nearly continuously
places a high premium on the correctness of engineering expectations that
they will prove reliable. Technical mistakes, bad weather, external interfer-
ence, or other factors can produce massive economic penalties as well as dis-
rupting energy supplies. For example, the financial fallout from the Three
Mile Island accident—in reduced bond ratings, higher cost of money, lower
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investor confidence, and the like—may cripple General Public Utilities even
more than the direct costs of the clean-up or of buying replacement power.
High capital intensity also commonly reflects a degree of complexity that
hampers diagnosis and repair of faults and limits available stocks of costly
spare parts (Chapter Six). The corresponding managerial complexity places
additional stress on another scarce resource, especially scarce in emergen-
cies—the attention of gifted managers.

Another result of high capital intensity is limited ability to adapt to fluctu-
ating demands. High demand may require new capacity which the supplier
cannot afford, while lower demand reduces the revenues needed to keep pay-
ing off the high capital charges. In this light, the Natural Gas Policy Act of
1978, passed in the wake of the 1976-77 winter gas shortages and giving
absolute priority to residential and small commercial users, may have a per-
verse effect.” These users, who under the law may not be interrupted, have
the most temperature-sensitive demand—their needs go up the most in cold
weather. Industrial customers, who must be interrupted first, have the least
temperature-sensitive demand. In a cold-weather gas shortage, a utility with
many uninterruptible customers might reap windfall profits from unexpected
extra sales. At the same time, a utility selling mainly to interruptible industri-
al customers might go into the red by losing the sales it was counting on to
pay its capital charges, which continue regardless. To maximize profits, utili-
ties may therefore seek to raise their proportion of uninterruptible, tempera-
ture-sensitive customers to keep from going broke. But this would increase
total national vulnerability to a cold-weather gas shortage.

Long lead times

The many (typically about ten) years required to build a major energy
facility contribute to its capital cost and investment risk. Long lead time
requires foreknowledge of demand, technological and political conditions,
and costs further into the future, when forecasts are bound to be more uncer-
tain. This uncertainty imposes a severe financial penalty on bad guesses, espe-
cially building more plants than turn out to be needed—a diseconomy of scale
considered further in Appendix One.

Frequently, long lead times require that major developmental facilities be
built, or at least their designs frozen, right on the heels of finishing earlier
plants—before enough operating experience has been gained to show where
the design needs to be improved. This tendency to run ahead of sound engi-
neering experience tends to encourage costly mistakes which may seriously
affect long-term energy supplies. Congress’s decision, in the panic following



46 Brittle Power

the Iranian revolution, to subsidize dozens of huge synthetic fuel plants—each
dozens of times the size of any that had been built before and many using
wholly unproven processes—may well turn out to be a mistake of this kind.
Long lead times also create risk even if forecasting is perfect. When people con-
sider in 1982 a billion-dollar commitment to a plant that cannot be finished
until 1992 and must then operate into, say, the 2020s, they want to know with
confidence the conditions of finance, regulation, and demand throughout this
period. But they want this certainty in a society whose values and institutions
are in rapid flux—a society that changes its politicians every few years. If
democracies are to retain their flexibility and adaptiveness, they must remain
free to change their minds. This is not a problem of accurate forecasting but
of maintaining political degrees of freedom essential to the American concept
of government. It means that the certainty desired by the promoters of costly,
long-lead-time technologies simply cannot be given. This tension—perhaps a
fundamental incompatibility between the characteristics of many modern
industrial investments and those of a pluralistic political system in a changing
world—is bound to express itself somehow. It is an inherent source of vulner-
ability in those